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1 Purpose of this document

Based on module AT command manual, this document will introduce HTTPS application process.

Developers could understand and develop application quickly and efficiently based on this

document.

2 AT Commands for HTTPS

2.1 Overview

Command Description
AT+SHCONF Set HTTP(s) Parameter
AT+CSSLCFG Analysis SSL Configure
AT+SHSSL Select SSL Configure
AT+SHCONN HTTP(s) Connection
AT+SHBOD Set Body
AT+SHAHEAD Add Head

AT+SHPARA Set HTTP(s) Para
AT+SHCHEAD Clear Head
AT+SHSTATE Query HTTP(s) Connection Status
AT+SHREQ Set Request Type
AT+SHREAD Read Response Value
AT+SHDISC Disconnect HTTP(s)

2.2 Detailed Descriptions of Commands

2.2.1 AT+SHCONF Set HTTP(s) Parameter

AT+SHCONF Set HTTP(s) Parameter

Test command
AT+SHCONF=?

Response
+SHCONF: "HTTPParamTag","HTTPParamValue"
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2.2.2 AT+CSSLCFG SSL Configure
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2.2.3 AT+SHSSL Select SSL Configure

2.2.4 AT+SHCONN HTTP(s) Connection
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2.2.5 AT+SHBOD Set Body

2.2.6 AT+SHAHEAD Add Head
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2.2.7 AT+SHPARA Set HTTP(s) Para
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2.2.11AT+SHREAD Read Response Value
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2.2.12AT+SHDISC Disconnect HTTP(s)
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3 Bearer Configuration
Usually module will register PS service automatically.

3.1 PDN Auto-activation

AT Command Response Description
AT+CPIN? +CPIN:READY Check SIM card status
OK
AT+CSQ +CSQ: 20,0 Check RF signal
OK
AT+CGREG? +CGREG: 0,1 Check PS service
OK
AT+COPS? +COPS: 0,0,"460 01",9 Query Network information, operator
and network mode
OK 9, NB-1OT network
AT+CGNAPN +CGNAPN: 1,"ctnb" Query CAT-M or NB-IOT network after
the successful registration of APN
OK
AT+CNACT=1,"ctnb” AT+CNACT=1,"ctnb" Activating network bearing
OK

+APP PDP: ACTIVE

3.2 HTTP Function

AT'Command Response
AT+CNACT=1,"cmnet" OK

+APP PDP: ACTIVE

Description

Open wireless connection parameter
CMNET is APN, this parameter needs to
set different APN values according to

different cards

AT+CNACT? +CNACT: 1,"10.181.182.177"

OK

Get local IP

AT+SHCONF="URL","http://www.  OK

baidu.com"

Set up server URL

AT+SHCONF="BODYLEN",1024 OK

Set HTTP body Set HTTP head length
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AT+SHCONF="HEADERLEN",350 OK
AT+SHCONN OK HTTP build
AT+SHBOD="SIMCOMBODY",10 OK Set body value
AT+SHAHEAD="Content-Length"," OK Add head value
120"
AT+SHSTATE? +SHSTATE: 1 Get HTTP status
OK
AT+SHREQ="http://www.baidu.co OK Set request type is GET.

m",l

+SHREQ: "GET",200,7382

Get data size is 7382.

AT+SHBOD="SIMCOMBODY",10

OK

AT+SHREQ="http://www.baidu.co

mn’3

+SHREQ: "POST",302,225

Set request type is POST
Get data size is 225.

AT+SHREQ="http://www.baidu.co

+SHREQ: "PUT",200,116848

Set request type is PUT

m",2 Get data size is 116848.
AT+SHREAD=0,10 OK Read data length is 10
Data is <!doctype
+SHREAD: 10
<!doctype
AT+SHDISC OK Disconnect HTTP connect

3.3 HTTPS Function

AT Command
AT+CNACT=1,"cmnet"

Response
OK

Description

Open wireless connection parameter

+APP PDP: ACTIVE

CMNET is APN, this parameter needs to
set different APN values according to

different cards

AT+CNACT? +CNACT: 1,"10.181.182.177" Get local IP
OK
AT+CFSINIT OK Init FS AT command
AT+CFSWFILE=3,"baidu.cer",0,21 DOWNLOAD After download, sent certificate file
10,1000 through the serial port.
OK 2110 is certificate size.
Send ca file success
AT+CFSTERM OK Free data buffer
AT+CSSLCFG="convert",2,"baidu.c  OK Conversion CA certificate format.
er" 2 means CA type.
baidu.cer is CA certificate name.
AT+SHSSL=1,"baidu.cer" OK Set HTTP SSL Configure
AT+SHCONF="URL","https://www  OK Set connect server parameter
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.baidu.com"
AT+SHCONF="BODYLEN",1024 OK
AT+SHCONF="HEADERLEN",350 OK
AT+SHCONN OK Connected
AT+SHBOD="SIMCOMBODY",10 OK Set body value
AT+SHAHEAD="Content-Length"," OK Add head value
120"
AT+SHSTATE? +SHSTATE: 1 Get HTTP status
OK
AT+SHREQ="https://www.baidu.c  OK Set request type is GET.

om",1

+SHREQ: "GET",200,227

Get data size is 227

AT+SHBOD="SIMCOMBODY",10

OK

AT+SHREQ="https://www.baidu.c

om",3

+SHREQ: "POST",302,225

Set request type is POST
Get data size is 225.

AT+SHREQ="https://www.baidu.c

+SHREQ: "PUT",302,225

Set request type is PUT

om",2 Get data size is 225.
AT+SHREAD=0,10 OK Read data length is 10
Data is <!doctype
+SHREAD: 10
<!doctype
AT+SHDISC OK Disconnect HTTP connect
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SIMCom Wireless Solutions Co.,Ltd

Address: Building B, N0.633 Jinzhong Road, Changning District, Shanghai P.R.China 200335
Zip Code: 200335
Tel: +86-21-31575126

Support: support@simcom.com
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